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Safe to Host Certificate

Auditee Organization Name & Address

IRoom No. 303, 2nd Floor, Department of Forensic Medicine & Toxicology,
IAIIMS, Ansari Nagar, New Delhi-110029

Application Name

INDUS — INdian Database for Understanding Suicide {INDUS)

Staging/Testing URL

indus.aiims.edu.in

Production URL

indus.aiims.edu.in

Environment Details

Audit has been conducted on Staging Environment Remotely

Audit Methodology

OWASP Top 10 & OWASP Web Security Testing Guide (WSTG)

Tool Used

Burpsuite Professional, Nessus Professional, Nmap, OSINT Tools, Manual
Test Methodologies, Exploit DB Database, Feroxbuster, Nuclei

Audit Team Members

Simran Titoria

Reviewed By Moha Gupta
Audit Dates 19t June 2026 to 8t July 2026
SHA256/MD5 cfl6ccddacbh93fc3783d75b35d21a8b38

Conclusion: Mentioned development URL has been thoroughly tested while adhering to CERT-IN testing standards and found
to be free of OWASP Top 10 and other known web application related vuinerabilities and is safe for Hosting.

Recommendations:

During Production Hosting

® Application should be hosted over HTTPS, deployment of SSL on production server.

® Webserver, Database server and Operating System hardening must be done for the production servers.

® The Application may be considered safe for hosting with read only and script access permission required, also set
SECURE & HttpOnly parameters ON, for website cookies.

After Hosting

® Regularly Update Operating System, Web, Database Server and Application.

® Re-Audit the web application, at least annually.

Note: The certificate is valid till no additional changes inthe source code are carried out, or one year from the date of issue,
whichever is earlier.

Disclaimer: This test is a “point In time” assessment and as such the environment could have changedsince the test was run There is no guarantee that all
possible security issues have been identified, and that new vulnerabilities may have been discovered since the tests were run_ As such, this report serves as
a guiding document and not a warranty that the report provides a full representation of the risks threatening the systems at hand
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